Despite advances in technology being a driver of paramedic professional development, particularly over the past decade, the introduction of new forms of technology appears to have presented paramedics with some professional challenges. Paramedics, pre-hospital clinicians, and ambulance service providers in both the United Kingdom and Australia, have begun using social media technology to communicate what they do to the general public. Unfortunately some of the material that has been communicated appears to breach professional standards of practice, and therefore has the potential to cause harm to the patient, the individual paramedic, and the paramedic profession more broadly. This article will present the rationale behind why this behaviour is unprofessional, ethically and legally unsound, and why it must cease. We offer a tool that will assist paramedics, and other healthcare professionals, to practise safe and professional social media use in their workplace.
A s registered health professionals, paramedics in the United Kingdom are required to conduct themselves in a manner that aligns with their professional code of conduct (Health and Care Professions Council, 2016) . This code specifies ethical and legal standards, which must be upheld in paramedic practice. These codes sit alongside various other legal and policy instruments that regulate paramedic practice such as the Social Work Professions Order 2001 (UK Parliament, 2001 ); HCPC Standards of Proficiency (Health and Care Professions Council, 2014) , and local social media policies (London Ambulance Service, 2013) .
Together these regulations provide guidance for practitioners about how to practise as a professional, and thus provide competent and safe care that maintains the protection of the patient, the individual paramedic, and the paramedic profession more broadly. However, recent examples have demonstrated that some paramedics appear to be unclear about how to professionally engage the use of social media in their practice and in so doing put patients, themselves, and the profession more broadly at risk.
Healthcare professionals are among many communities to have embraced the power of social media as a medium for rapid communication, learning, and establishing relationships both within peer groups and with the broader public. There is a well-established evidence to support the use of social media as a powerful peer-to-peer tool for education. For example, in Free Open Access Medical Education (FOAM) groups (Casey and Wells, 2015) , as well as the use of social media platforms by public agencies to communicate and disseminate information to the pubic during a crisis (Palenchar and Freberg, 2013) . It can also be used effectively to engage the wider community in both broad and specific public health promotion programmes (Gold et al, 2012) . Indeed 'live tweeting' -the contemporaneous sharing on Twitter of an event within a short time of its occurrence -has been validated in its usefulness during emergencies, educational activities, and public events. Recent terrorist events and public disasters have demonstrated the value of live-tweeting as a tool for multi-directional crisis communication (Simon et al, 2014; Eriksson and Olsson, 2016) .
Despite its demonstrated usefulness in these discrete areas, there are limits to the ways in which social media, including 'live tweeting' can be used by health practitioners. The most worrisome example is the misuse of this technology to inappropriately publicly publish individual patient information.
Analysis
A brief analysis of a convenience sample of existing tweets found numerous breaches of professionalism and potential risks to public confidence using the legal and ethical measures identified above. The following types of tweets were most common: l Tweeting photos or videos from the scene of a patient encounter such as a motor vehicle collision, crime scene, and aeromedical landing zone, which contain geographically identifying data; l Tweeting of images that include any form of documentation related to patient care that has not 
Discussion
The handling of a patient's 'personal information' (defined by the European Union GDPR (General Data Protection Regulation, 2016) to come into effect in 2018 as "any information relating to an identified or identifiable natural person") is currently governed by a number of regulations both legal and ethical (Data Protection Act, 1998) . Additionally, the UK is a human rights jurisdiction which recognises privacy as a human right (Human Rights Act, 1998) and a basic need "essential to the development and maintenance both of a free society and of a mature and stable individual personality" (Woogara, 2001 ). There are therefore strict legal provisions that protect the way in which patient information (data) is collected, stored and used by healthcare providers. Personal patient information is only able to be shared with others directly involved in the patient's care. Patient information can be shared with others not directly involved in the patient's care provided the patient (or their lawful surrogate) gives permission to do so. A patient has a right to object to the sharing of their personal information with anyone, including other health and/or social care professionals. The information 'tweeted' by paramedics about the cases they are attending do not fall under the 'direct care' purpose of information sharing permitted under the Data Protection Act. There is however, provision for the sharing of information collected by healthcare practitioners and providers for 'indirect care' purposes. 'Indirect care' here refers to the use of information for secondary use purposes. That is, for a purpose not immediately concerning the care and treatment of a particular patient and includes, for example, deidentified patient information used for the purposes of educating other healthcare professionals (Data Protection Act, 1998). There are tight limits to this provision. The law does not make provision for the sharing of patient information for the purpose of promoting a health organisation.
In addition to the legal restriction on the dissemination of a patient's identifying information, there is an ethical restriction placed on healthcare practitioners not to share even de-identified personal and sensitive information about patients to others without permission. This is an old and perpetual obligation of confidentiality that continues to be relevant because it recognises the importance of trust in establishing and maintaining the practitioner-patient relationship (Gillon, 1985) . It is also used to maintain trust in the profession as a whole, and in so doing, to ensure that access to healthcare is not limited as a result of concerns by the public that their personal sensitive information will be shared with others.
Importance of trust and confidence
It has been acknowledged that trust and confidence in the competence and conduct of healthcare practitioners is essential to ensure that patient autonomy (the ability to choose who knows what information about them) rights and access to care are protected (Braunack-Mayer and Mulligan, 2003) . This principle underpins the foundation of the healthcare practitioner regulatory scheme (UK Parliament, 2001), which recognises that trust and confidence by a patient in a practitioner is essential to the effective and efficient functioning of the healthcare system. In diminishing the trust and confidence that patients have in healthcare practitioners, there exists the risk that patients will have their access to healthcare limited. Indeed, in response to a tweet issued by a paramedic working for a UK ambulance service that revealed a patient's age, geographical location, condition, outcome of treatment and the hospital the patient was transported to (Anonymous, 2017) . Another Twitter user responded by saying words to the effect of, "I find this horrifying. I would be mortified to find that I had been tweeted about, anonymised or not… My misfortune should not be used as a PR exercise… that's another reason to be afraid to call for help next time I need it…" (Anonymous, 2017) . This is, in part, why professional practice standards and codes of conduct make reference to not only promoting and protecting the interests of services users as an objective, but also requires that the behaviour of a practitioner 'does not damage the public's confidence in you or your profession' (Health and Care Professions Council, 2016) . It is critical that both paramedics and paramedic employers conduct themselves in such a way as to protect and preserve the public's confidence in the profession and not to limit access to care. 
Conflict of interest
Using Twitter to 'live tweet' patient care and medical cases was begun by charitable air ambulance services in the UK in an effort to increase their profile, thereby increasing fundraising successes and donations (Mercedes, 2015; Steele et al, 2016) . This culture of live tweeting then transitioned to use by publicly funded NHS ambulance trust employees among other associated organisations. Many individuals use this platform to establish positive interagency relationships with staff of other emergency services and colleagues in other regions. Twitter is also used as a medium for public health promotion, education, and awareness around the appropriate use of emergency medical services (Health and Care Professions Council, 2016 ). As noted above, there may be limited cases where this indirect use of patient information is acceptable. However, the risk for development of a conflict of interest arises when organisations use patient healthcare data for their own gain.
Patients and members of the public have commented online (Anonymous, 2017 ) that the sharing of patient information by paramedics and pre-hospital care providers risks being seen as an exercise in self benefit rather than as an exercise in patient benefit. The underlying and primary principle of the regulation of health practitioners is that they will put the interests of the patient first. In sharing information about a patient to further the ends of the ambulance service or the individual paramedic, is exploiting and abusing the privileged position that those particular groups find themselves in. In weighing up the risks of harm to the patient and the patient-practitioner relationship versus the benefits of tweeting a patient's personal information, the scales fall to the risk side of the equation. There are instances where practitioners have claimed that their position is justified because news outlets have already published location, accident or event information. This is a false equivalency. News outlets have a purpose to report the news. Paramedics have a purpose to protect and act in the best interests of their patient. Even where a practitioner receives consent by the patient to publish their personal details on Twitter and thus avoid a legal breach of duty in one sense, there is unlikely to be a legitimate justification of the behaviour that would be consistent with the intention of the law governing the conduct and performance of health professionals in an ethical sense -that is, amongst other things, to protect not only the public but public confidence in the profession (Health and Social Work Professions Order 2001) .
Further, it could appear that the live tweeting of one's personal involvement in specific patient cases may be viewed as self promotion or providing a sense of 'spectacle' for a public following by a professional disciplinary panel and such claims would likely be difficult to defend. The defence of providing public education may not be sufficient if it can be shown that the equivalent educational benefit could have been achieved in a less public forum with less risk to the patient and the profession.
The concern is that despite local policies and guidelines existing which do not support this behaviour (London Ambulance Service, 2013; West Midlands Ambulance Service NHS Foundation Trust, 2016), it persists. This may be as a result of nonhealthcare professionals, that is, media staff employed by ambulance services, publishing this information. This is potentially a legal risk for those ambulance services. Registered paramedics, individually and separately from their employer, have an obligation to put the patient's interest ahead of their employer's and indeed, ahead of their own. It is the role of the professional paramedic to advocate for their patient, including advocating for the protection of their patient's personal information, even when under pressure to do otherwise. As such they should refrain, as a matter of professionalism, from engaging in tweeting patient information even if de-identified, unless it is in the context of an educational session, or the patient or privacy commissioner has given permission to do so. Even then, as noted above, this should be considered in light of the potential risks publishing such information may do to the public's confidence in the profession to keep patient information private. Encouragement by their employer's service media and public relations departments to participate in this exercise could provide paramedics with a false sense that the action is ethical. However, autonomously regulated health professionals cannot rely on a 'following orders' excuse to defend a breach of professional duty.
It is acknowledged that technology and innovation in healthcare are an ever more complex and unstoppable force. Regardless of the changes in how healthcare is delivered, there are fundamental and universal ethico-legal principles related to the professional delivery of healthcare that are constant and immutable. They include the protection of patient privacy and confidentiality, and placing the patient's interests above all others.
Promoting good practice in information governance
Responses to concerns raised about these incidents suggest that there is a lack of understanding of the legal and ethical issues associated with live tweeting and the reason why the rules exist. Further education via modes like this article may assist. We have also developed a decision matrix that is easy to use and may be helpful.
We therefore propose the use of a novel two-stage process, which includes a self-analysis of intention-to-Professional © 2017 MA Healthcare Ltd tweet, followed by a criteria-based scoring system -the Baron-Townsend Intention-To-Tweet (BITT) Decision Matrix. This allows for an assessment by practitioners of the nature and purpose of the information shared. We applied this novel scoring system to a convenience sample of tweets contemporary to the authorship of this review and found that it assisted in identifying tweets which, despite appearing to be of benevolent intention, breached the ethical and legal principles mentioned above. Often relatively benign information in isolation, shared through live-tweeting by paramedics was, in the context of contemporary events, other tweets, and biographies, too personal to not be considered a legitimate risk of harm to the patient, the paramedic, and the paramedic-patient relationship more broadly. This scoring system had high sensitivity and good specificity in identifying such tweets from our convenience sample.
Conclusion
The unethical and inappropriate use of social media by paramedics has negative implications for the patient, the individual paramedic, and the paramedic profession. Although community confidence in the paramedic profession may seem removed from the primary concerns of patient rights and safety, there is evidence that suggests that when community confidence in a profession weakens, access to healthcare declines. Limiting access to healthcare can produce a harm to the patient. The use of social media by paramedics and ambulance services should be limited, with consideration given to the purpose of the publication before it is released. Publication of patient exchanges should only contain content or materials that is de-identified or that the patient has given permission to share (remembering that patient data is the patient's data to share -not the paramedics), and where publication is in the patient's best interest, and will not diminish confidence in the profession. The argument that the publication of patient data is for the greater good (ie to tell the community the work that paramedics and ambulance services do) is not a justification for the use of private data alone. Paramedics, prehospital clinicians, and ambulance service media departments must be alert to the legal, ethical, professional and social issues associated with the publication of patient information on social media so as to avoid causing damage to the nature of the therapeutic relationship between paramedics and patients and the profession as a whole.
Whilst this article focuses on the use of Twitter by paramedics, the findings and rationales presented are translatable across all domains of publicly accessible social media and applicable to all disciplines of health and social care professionals and employees. Tweeting on the same day /date the incident occurred
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